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Abstract

Confidentiality and privacy are essential parts of healthcare system. According to the available
literature, the concepts are valued by healthcare professionals and patients. It is also shown that
perception of confidentiality affects patient behavior to seek care and utilize available healthcare
resources. Maintenance of confidentiality is not only ethical but also a legal obligation, and there
are available laws in a lot of countries to protect confidentiality of medical information. Yet, the
laws are also available in Armenia, there are no studies to explore publics or healthcare

professionals’ perceptions and attitudes towards these concepts.

Thus, the qualitative study was conducted with the aim to explore patients’ and physicians’
perspectives of medical confidentiality and privacy in Armenia. The participants were recruited
using purposive convenience sampling method, and the data was collected through in-depth
interviews (IDIs) using self-developed semi-structured interview guides. The interview guides
were developed based on the available literature and cultural context. The process was guided by
the framework of responsiveness and confidentiality suggested by the World Health

Organization (WHO). Six physicians and eleven patients were interviewed during the study.

The data was analyzed using inductive and deductive approaches.

The study findings have shown that confidentiality is valued and perceived as an important
component of the healthcare system; however, a gap in knowledge of the concepts and laws was
also identified. The study also identified a gap in medical education regarding confidentiality
practices. According to the study findings, there are differences between current practices and
expectations about access to healthcare information among participants. On the other hand, the
importance of confidentiality was intensively stressed for sensitive and stigmatizing diseases. In

contrast, the ideas about the importance of physical privacy were superficial, and it was not
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emphasized during the interviews. The study also found a conservative approach and willingness
to control the data available in electronic systems among patients, whereas physicians expressed
that it is essential to access it fully. The unique finding of the study is participants' approach
towards hiding the diagnosis from the patients, where the importance of patients’ emotional

status and readiness to listen to the diagnosis was highlighted by the majority of participants.

This was the first study exploring the topic in Armenia. The study findings have shown that there
is a need to update the curriculum in medical universities. Also, it is important to create
appropriate guidelines to make it easier for physicians to grasp the details of confidentiality and
privacy concepts and laws. Simultaneously, there is a need to make patients aware of laws and

their rights and provide appropriate information regarding confidentiality.

The study provides evidence-based information about confidentiality and privacy for all the

stakeholders, including policy-makers, healthcare professionals, and researchers.
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1. Introduction

1.1 Problem definition

Medical confidentiality is an ethical and legal obligation of doctors and a health care system to
keep patients’ information private.! The importance of patient information security was
highlighted in Hippocratic Oath? and has also been highlighted in modern times, including the
1996 “Health Insurance Portability and Accountability Act”.® Respect for confidentiality has
been highlighted as one of the most important aspects of patients’ interaction with health care
systems by World Health Organization (WHO).* It constitutes one of the eight domains of the
health system’s responsiveness — a concept that was proposed by WHO for the health system
performance assessment in 2000. The WHO framework recognizes improved health,
responsiveness, social and financial risk protection and improved efficiency” as the main
outcomes of a health care system, along with quality and safety asssurance.® Responsiveness has
been defined as “aspects of care related to the way individuals are treated and the environment in
which they are treated”.* Medical confidentiality, as a domain of responsiveness, includes
privacy of medical records, privacy of environment, and “privileged communication”.*
Confidentiality was described both as keeping personal information from others and keeping
environment safe, where information is being shared.* “Privileged communication” was

mentioned as part of confidentiality as patients’ perception of confidentiality is crucial to share

all the information with healthcare professionals.*

While “privacy” is part of “confidentiality” in the healthcare responsiveness system framework
suggested by WHO,* and the terms have often been used interchangeably in the literature, other
scholars note that these are distinct concepts.®” The concept of privacy indicates patients’ rights

to control all the aspects of personal data and space, including physical privacy, decision privacy,



associational privacy, and information privacy.® Every individual’s right to control their medical
information and decide its use or disclosure is known as information privacy, and privacy rules
regulate handling of personal information.® Yet confidentiality is related to information privacy
and defined as the doctors’ legal obligation to keep the received information and not disclose it

inappropriately.®

There is a number of factors that patients associate with privacy, including hearing others’
personal information, personal information heard by others, being noticed by bystanders, the
privacy of space, unintentional hearing of medical staff’s conversation and their respect for
privacy, and the higher ratings of privacy were a significant indicator of satisfaction.!®!! The
absence of medical confidentiality might influence care-seeking behavior in individuals.!?
Several studies have shown that a safe and confidential environment increases the utilization of

healthcare services.'316

Despite the stressed importance of maintaining medical confidentiality, the studies have shown
that breaches of it take place in health care settings and that the confidentiality rules are most
frequently violated by physicians. A study conducted in 37 Clinical Management Units tertiary
care by Beltran-Aroca and et al. had demonstrated that 54.6% of breaches had occurred when
patient information was disclosed to the medical personnel who were not included in the clinical
care of the patients or to the external people.!’” The second and third most frequent breaches were
related to custody of clinical records (34.4%), cases when clinical records or histories were not
safeguarded properly, and infrastructure breaches (11.0%).1” The latter included situations when
confidentiality was not maintained because of the poor infrastructure or organization, including
disclosing personal information inwards, operating rooms, or waiting rooms.t’ The authors

characterized the breaches as severe when the disclosed information was related to stigmatized



or mental illness, sexual life, ethnic background, and disclosure of information to the third party
not included in the patient care or intentional disclosure of medical information.!” The
aforementioned breaches happened in 46.7% of cases.!’ Physicians were involved in breaches in

51.4% of cases, followed by nurses (20.0%) and residents (18.8%).%’

Some examples of the most frequent Health Insurance Portability and Accountability Act
breaches reported in 2021 were examining healthcare records of friends, family members, and
celebrities or inappropriate disclosure of patient information (disclosing information to patient’s
employer).1® Another type of breach is failure to ensure confidentiality, such as failure to limit

access to electronic health records or failure to destroy non-required information.

1.2 Guidelines and recommendations for protecting medical confidentiality

In addition to regulations and laws, guidelines and recommendations for healthcare workers,
including physicians, nurses, administrative staff, and managers, are available to ensure
compliance with laws and regulations. New technologies and electronic systems have been
introduced in the health care system, and the number of regulations and laws has increased to

ensure confidentiality of information kept in these systems.

The Health Insurance Portability and Accountability Act (HIPPA) act®, originally developed in
1996 in the United States of America (USA), was amended several times, including the
introduction of the Privacy Rule in 2000%°, the Security Rule in 2003%*, the Health Information
Technology for Economic and Clinical Health Act (HITECH) in 200922, The Omnibus Final
Rule in 20132, Similar acts exist in other countries, including The Personal Information
Protection and Electronic Documents Act of 2001 in Canda®, The Privacy Act of 1998% in
Australia with the introduction of the Personally Controlled Electronic Health Records Act

2012.%5 To follow and understand all the rules is a challenging task for healthcare workers.
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“HIPPA compliance guide” was developed for the administrative staff and managers, with all the
steps and scenarios described to ensure HIPPA compliance in healthcare centers in the USA.?’
Royal Australian College of General Practitioners has published a similar guide to provide up-to-

date information regarding privacy and health information management.?

“Infection Control in Healthcare Personnel: Infrastructure and Routine Practices for
Occupational Infection Prevention and Control Services”, which has been released by the USA
Centers for Disease Control and Prevention (CDC), has a separate chapter on the management of

healthcare workers’ medical records.?®

The Steering Committee of the European Network of Cancer Registries publishes and updates
guidelines on confidentiality for cancer registration and related activities to explain and guide all
the procedures pertaining to cancer registration not only within but also outside the European

Union.%°

Similar guides have been designed not only for the healthcare sector but for patients as well.
European patients forum has a guide for patient and patient organizations to help them to

understand the legislation and protect patient privacy and right to access their health data.®

1.3 Confidentiality perceptions among patients in different countries

The perceptions of medical confidentiality vary from country to country as they are affected by
cultural and social norms.®232 The study conducted in the USA has shown that two-thirds of the
USA adults had some concern about their health information security3*. Another study conducted
in the United Kingdom (UK) has demonstrated that patients were unaware of the rules that have
been implemented to guide who should have access to their medical records thinking that except

doctors, no one has access to their records.® Most of the participants felt it was normal for



nurses and midwives to have access to their records; however, those who had concerns regarding
this stuff justified it with the lack of training for nurses.®® Most of the participants agreed that
administrative staff should not have access to their information and some of them also mentioned
that the doctors who are not involved in their care should not have access.® The study which was
conducted among Japanese health care workers and patients to explore participants’ reaction to
using their medical information without their agreement, has shown different perspectives on this
issue; however, the majority agreed that there is a need to take consent form from patients to

access their records.3®

Several studies have explored the concerns regarding the security of electronic medical
records.®”*2 A mixed-methods study in the UK has shown that although the respondents had
some concerns regarding the security of electronic health records, the benefits introduced by
medical records outnumbered the risks in their opinion.®® Study results conducted in the USA in
2011 have shown that only 22% of participants did not have any concerns regarding the security
of medical records. A study conducted in Myanmar identified challenges regarding
implementing an electronic medical records system, one of which was a concern of medical
confidentiality due to increased data accessibility, which could lead to data breaches.*® The
concern related to confidentiality of the data stored in electronic health records was identified
only among 14.4% of the patients visiting primary care hospitals, and 66.7% stated that they feel
comfortable in cases when their data was shared with another professional for a second opinion
in Greece.** Another study conducted in Greece in 2018 demonstrated that 48.8% of general
populations and 53.1% of physicians worried about the security of electronic records, besides

physicians expressed some concerns regarding the increased workload.*?



1.4 Confidentiality perceptions among healthcare providers

The study conducted in Jordan reported that physicians mentioned that they follow the rules and
keep the information confidential in the majority of cases, however, the same study also reported
that physicians valued the role of confidentiality more when dealing with sensitive diseases.*?
Another study also reported that physicians valued the role of confidentiality, even in cases when
working with adolescents.** On the other hand, the literature shows a lack of knowledge of the

concept and laws among physicians.*#

One of the main medical confidentiality issues experienced by physicians across different
cultural and social settings is sharing patient information with patient’s relatives. In the modern
era, influenced by western culture, the autonomy and freedom of patients are being valued, and
physicians tend to disclose the information to patients directly.*® However, the approach is
different in the Eastern and Islamic parts of the world, where disclosing the diagnosis to relatives

and withholding it from the patients is still widely accepted practice.*"

There are different laws and recommendations protecting patient privacy and confidentiality in
different countries, notably US’s HIPPA,*® Australia’s Privacy Act,?® Taiwan’s Personal Data
Protection Act®®, UK’s General Medical Council’s guidance®! based on the existing laws, and
Patient’s Rights Chapter of Iran.>? Yet all the aforementioned laws and regulations share the
common thread stating that disclosure of medical information to the third party, including
relatives, without patient permission, is allowed only in case the patient cannot consent for
disclosure or when the disclosure of information benefit for public outgrows the risks for the

patient.

Nonetheless, this aspect of confidentiality brings some dilemmas even in well-developed

countries, particularly because there is no consensus regarding how the genetic testing results
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should be shared. Godard et al. identified multiple guidelines released by international or
regional organizations (WHO, UNESCO, Council of Europe) or developed at the national level
(Denmark, US, Italy, Japan, France, etc.); nevertheless, the recommendations vary, and there is
no universal advice or regulation on how physicians should act.>® Meanwhile, systematic review
results have shown patients’ and physicians’ opinions vary; half of the patients mentioned that
they would not like their doctors to disclose their information, whereas most doctors felt morally

responsible for letting relatives know about the genetic risks they have.>*

1.5 Situation in Armenia

There are two laws in Armenia which have clauses about medical confidentiality.>>® Law On
Protection of Personal Data is a general law on protection of personal information, including
personal medical data.>® The second one is the Law of the Republic of Armenia on Medical
Assistance and Service to the Population, which defines what constitutes private information and
how confidentiality should be maintained.>® The revision of the latter law was proposed by the
Ministry of Health, and the revised version was passed in 2020, with a separate article on
confidentiality issues.>” According to the Criminal Code, violation of the mentioned laws and
sharing personal medical data with a third party will be punished with fines from 200.000 to
500,000 drams, arrest or revocation of medical license depending on the severity of the

consequences of the disclosure of personal medical information.>®

The topic of medical confidentiality is not well-studied in Armenia. However, several studies on
other components of health care have covered some aspects of medical ethics and confidentiality.
The study which explored patient satisfaction with primary health care in two marzes in Armenia
reported that 70% of respondents were sure that medical information shared with their doctors

had been kept confidential.>® Another study regarding patient satisfaction identified that medical



confidentiality as part of high-quality medical services was recognized by few participants;
however, participants also reported cases when confidentiality was neglected.®® On the other
hand, a recent study that explored the barriers to the utilization of adolescent health services in

Armenia identified medical confidentiality as one of the barriers mentioned by participants.5:

The study on tuberculosis (TB) treatment practices in primary healthcare settings in Armenia
revealed doctors’ willingness to maintain patients’ health-related information; however, the
study also showed that some of the patients were not aware of how their information
confidentiality was assured.®? Concomitantly, the study identified physicians’ lack of knowledge
about existing laws and regulations regarding patient privacy and confidentiality protection.5?
Almost all patients receiving tuberculosis treatment in inpatient centers were informed about
how their medical data would be handled; however, some of the healthcare providers failed to
protect all aspects of confidentiality of personal information, including handling sensitive
information related to human immunodeficiency virus (HIV) or acquired immunodeficiency

syndrome (AIDS) coinfection.®®

This study will explore the experiences and general perceptions of confidentiality and privacy
among Armenian patients and health care providers and provide policymakers and healthcare
system administrators with the evidence base to reform the corresponding aspects of the

healthcare system and enhance the law on confidentiality.
2. Study aim and research question

This study will explore the perceptions and experiences of medical privacy and confidentiality

among healthcare providers and patients in secondary and tertiary care hospitals.

The study will answer the following research questions:



1. What are the perceptions of medical privacy and confidentiality among healthcare
providers and patients of the secondary and tertiary care hospitals?
2. What are the experiences of medical privacy and confidentiality issues among patients

and health care providers of the secondary and tertiary care hospitals?
3. Methods
3.1. Design

The qualitative study design using in-depth interviews (IDIs) with semi-structured topic guides
was utilized. To ensure the credibility of the study, triangulation of the data sources was done by
interviewing both physicians and patients.®* Given that the research on this topic in Armenia is
scarce, this method allows exploring different views and experiences of the participants and

understand the phenomena deeply by covering all dimensions of the issue.%®
3.2. Setting and study participants

To maintain the heterogeneity of participants and to be able to explore diverse experiences and
opinions, the student investigator recruited participants from the secondary and tertiary care

hospitals in Yerevan and marzes.

All the participants were recruited through purposive convenience sampling method®® using the
personal contacts of the student investigator. To explore participants’ different experiences, they
were recruited from different hospitals and different departments, which helped to explore
different perceptions of confidentiality depending on the specialty or medical condition. The

snowball technique was used to recruit more participants in both groups.

Medical background and experience in the field made the student-investigator an insider, which

could possibly help during the interviews with medical staff. Self-reflecting techniques were



utilized to avoid interpretation of the gathered data from the personal point of view and to ensure
the trustworthiness of the study.®” After recruiting the first participants, using the snowball
technique, more contacts of doctors were obtained, and they were invited to take part in the
study. Patients were recruited through different individuals who did not have any relation to the
healthcare system, thus giving them an opportunity to share all the concerns and issues
experienced in hospitals without any concerns that this information could be conveyed to their
doctors. Both females and males and representatives of different age groups were invited to
participate in the study. Only people hospitalized in the last five years were invited to participate

in the study to share their recent experience and to avoid recall bias.
3.3. Data collection

The interviews were conducted using online methods (calls via Zoom, Viber, Skype) considering
the COVID-19 pandemic.%® After obtaining permission from the participants, the interview was
audio recorded to ensure that all the information is saved for the analysis. In addition to
recordings, the student-investigator took field notes during the interviews to record participants’
nonverbal behavior (gestures, poses, emotions, any changes to the questions), to analyze and

present contextual information.®®
3.4. Interview guide

The student investigator collected study data using self-developed semi-structured interview
guides (Appendices 1-4). Two topic guides were developed for two participant categories. The
development of the interview guides was based on the available literature on this topic and the
knowledge of Armenian cultural context. The questions were mainly guided by the WHO

responsiveness framework. An additional domain in the topic guides was included to explore
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perceptions of electronic health system and its security. The domains of the topic guides are the

following:

¢ knowledge about medical confidentiality and its role in healthcare system

confidentiality of medical records

environment and communication

physical privacy

confidentiality issues related to e-health

The topic guides for physicians and patients, comprised 17 and 22 open-ended questions,
respectively. Socio-demographic characteristics of the participants were also collected prior to

the interviews. Both topic guides were developed in English and then translated into Armenian.
3.5. Data management and analysis

Data analysis started after the completion of the first interviews. The simultaneous data
collection and analysis allowed us to adjust the data collection and expand the sample size as
necessary to explore the categories in detail.”” The recruitment of participants continued until

achieving saturation.

The interviews were transcribed in Armenian. The verbatim transcription method was utilized,
and all the details of the interview process were recorded. The coding and analysis were done in
Armenian to ensure there is no content change’?; final themes developed during the analysis
were translated to English. The data was analyzed in two stages using deductive and inductive

approaches.

During the first stage of coding the initial 11 interviews were coded using value, descriptive, in-

vivo and process inductive codes.”® The last 6 interviews were coded mainly using the
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established codes. Additionally, new codes were used to code new ideas and phrases. During the
second stage of coding the codes were grouped under the categories to describe certain patterns.
The grouping of codes under the certain categories was mainly guided by the sections of topic

guide, which was developed based on the WHO framework of responsiveness.*

Audit trails were implemented to describe all the stages and show the rigor of the completed
study and demonstrate trustworthiness.”® Peer debriefing was conducted during the fielding

process.
3.5 Ethical considerations

Study protocol was approved by the Institutional Review Board of the American University of
Armenia. All the study participants were informed about the study details including benefits and
risks, and opportunity to stop the interview at any time. Oral consent was obtained before each
interview (Appendices 5-8). The names and phone numbers of participants were not recorded.
Recordings of the interviews were kept in the personal computer protected with a password and

were destroyed after the analysis.
4. Results
4.1 Sociodemographic characteristics

Overall, 17 IDIs were conducted, out of which 6 were with physicians and 11 with patients.
Considering Covid-19 pandemic, all interviews were conducted online using applications such as
Viber, WhatsApp, Zoom, Skpye and Messenger. The interviews with physicians lasted 46-69
minutes, with an average of 56.3 minutes, while the interviews with patients took 23-65 minutes,
with an average of 35.2 minutes. The mean age of physicians was 28.6 ranging from 26 to 35.

The mean age of patients 36.0 years old, ranging from 20 to 51. All the participants were from

12



Yerevan, except one patient, who was hospitalized in marz, and one physician working both in
marz and Yerevan. The specialists were working in the departments of internal medicine,

radiology, gynecology, and endocrinology. All the participants agreed to record the interviews.
4.2. Knowledge of confidentiality and its role in healthcare
4.2.1 Defining confidentiality

The definitions of confidentiality given by all interviewed patients and physicians were quite
similar. The patients mainly highlighted it as a way of data maintenance and keeping it away
from the third party. The physicians defined it as securing the received information and not
sharing it with the third party without patient permission.

“Medical confidentiality? I assume there is a formal definition, which I do not know, but I think
that it is the maintenance of personal medical data, which should be kept secret and disclosed
with the person’s permission.” (Patient 3)

“Medical confidentiality is that patient’s relatives and other people should not know what has
been discussed between the patient and the doctor.” (Patient 5)

“I know that anything related to patients, starting from symptoms to ... all clinical and
laboratory findings, and treatment, do not refer to anyone but the patient.” (Physician 4)
“Patients’ all personal data along with diagnosis is considered confidential and should be
accessible for the physician and the patient, and people approved by the patient.”” (Physician 5)
Both physicians and patients valued medical confidentiality and perceived it as an important part
of the medical system. It was valued as a necessary component of confidentiality in general and
an indicator of the patient’s quality of life. The leakage of confidential information was thought

to lead to possible emotional issues.
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“Itis a quality of life indicator, people feel comfortable when only they know their information.
That is why confidentiality assurance in this era is very important.” (Patient 2)

“Because it can cause... a violation of human rights, it is everyone’s right to keep their
personality confidential, and also, it could lead to conflicts, non-pleasant consequences, and
emotional outbreaks.” (Patient 3)

“It is the ethical component of the medical system. It is not directly associated with treatment,
improves patient-physician collaboration, which is important for the further treatment of the
disease.” (Physician 1)

“Of course, it is. What is it, if not a part of the system? It is a tool which doctors should work
with. Of course, it is part of the medical system, it is a skill that, by the way, a doctor should be

competent in.” (Physician 2)
4.2.2 Awareness of laws on medical confidentiality and privacy

While all the doctors knew about the concept of confidentiality and were aware of the existence
of laws regulating this filed, none of them knew about the specific content of the laws and
penalties set for violations.

“Oh, to be honest, no idea [about laws]. I know, there is such thing, I know that there are some
restrictions, but I do not know any specific thing. ” (Physician 1)

“I just know | cannot violate [the laws], but to be honest, I do not know how they work, or what
would happen if I violate those ” (Physician 3)

As physicians, patients did not know much about the laws, and some even did not know about
their existence. Most of the participants believed that keeping information confidential is first of

all, a moral obligation for doctors and is as important as their legal responsibility.
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“It is a moral obligation. Apparently if they took an oath, it means that it is their moral
obligation. ” (Patient 1)

“There is no way without it, it is first of all moral, and then legal obligation.” (Patient 4)

“In general, medical institution should force them [physicians], to keep the information
confidential. On the other side it depends on what kind of person each particular physician is,

how moral he is, and if he will share that information with others.” (Patient 11)
4.2.3. Training on medical confidentiality and knowledge gaps

All physicians mentioned medical university as a primary source of knowledge on medical
confidentiality issues. Most of them said that they never tried to read more about this topic or
attend additional training. Moreover, the majority of them thought that the knowledge they
received was not very useful for medical practice.

“In the university, we had bioethics [course], but | do not remember anything from it. Besides,
we had law, medical law class...but I graduated without a good understanding.” (Physician 2)
“Yes, we had a law class, do not remember the year, 5 or 6", maybe 6"...1 remember I was
listening with interest, but did not retain anything. ” (Physician 4)

“We had bioethics, which was a mandatory class on medical confidentiality, attitude, all the
ethical rules related to medical confidentiality.” (Physician 5)

Only one physician said she was interested in the topic and used a variety of sources to enhance
his knowledge.

“I'had an inner understanding of ethics and was interested in it. | did not violate it even before
learning it. There was a book of ethical cases in English. And then | attended a workshop on this

topic.” (Physician 2)
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4.3. Confidentiality of medical records
4.3.1. Access to medical records for physicians and nurses

The physician participants worked in different hospitals and departments, where medical
information was kept both in paper and electronic format. Most of the doctors mentioned that the
paper documents are more accessible in the department and even junior medical staff can access
it. However, the overwhelming perception was that the leakage of information is not probable
because of multiple factors, including medical language used in the documents or personnel’s
awareness and the attitude towards confidentiality in the department, which makes everyone to
understand that medical information should remain within the staff.

When asked if they ever had any concerns regarding the security of medical documents, one
physician said:

“All the text is written in medical language. If the junior medical staff could access it, they would
still be unable to understand that information properly.” (Physician 1)

“I cannot say that I have ever been concerned about that. Also, |1 would not say that everything is
being kept very safe. But | have never been concerned, because that kind of incident never
happened, and also there is an ethical approach to this in our department.” (Physician 6)

Most physicians said that only physicians involved in care should access confidential
information.

“You know I looked at whether nurses should have access to medical histories from a legal
perspective...I do not think they should access everything, except what they really need, such as
prescription documents, name, surname of the patient, the status of hepatitis B, what else do they

need? But in reality, they have access and can read medical histories.” (Physician 2)
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“Maybe nurses should access prescription documents, but not medical histories. Maybe the parts
they need for their work...but some parts, personal information - |1 do not think there is a need
for them to access this.” (Physician 5)

Physicians’ approaches varied, with some of them mentioning that there is no need for nurses to
know all the details. Despite reporting never having confidentiality concerns, some of them also
mentioned that nurses could possibly be a source of confidentiality breach. Nevertheless, most of
them mentioned that in practice it is a challenging task to keep the documents accessible for
doctors only, especially in secondary care, where nurses have a variety of responsibilities and
also nightshifts.

“There can be information in medical histories which can lead to certain consequences [if
disclosed]. They can have personal interest in ta particular case; that is why it is not welcomed.”
(Physician 1)

“They [nurses] can open, read the address and say “this is my neighbor ... | do not know, there
are things they should not know. But in reality, they have full access.” (Physician 2)

Patients’ expressed opinions very similar to those of physicians, saying that doctors involved in
care are the ones who should access their information.

“Physicians, maybe, head of the department. For nurses, | do not think they should [have
access]. ” (Patient 4)

“I do not know who can see it, but I would like only my doctor to see it, and in case | have any
concern head of department or another specialist, can see access it, but they also should ask my
permission. However, | think that now whoever wants to can open [the record] and look at it”.

(Patient 6)
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“In my opinion, there should be a separate documentation, for example if there is written that at
this or that hour these manipulations should be done, then they should have access to these
documents only.” (Patient 10)

Most of the patients’ said that they do not think nurses understand medical information and it is
not their job, so they should do their work and not read the details of the medical records.

“I think everyone should do their job. If they [nurses] understood it, they would work as
physicians, not nurses. Maybe, now they can open [medical histories] for their interest, but I
think it should not be accessible for them.” (Patient 8)

“They [nurses] should not have an access to medical histories. Why do they need it? It is not
their part of their work.” (Patient 5)

In contrast to this, some participants did not think keeping the information secure was important
and did not see any problem with keeping it open.

“I do not think there is a problem with this information, it can be open, and the type of

information does not matter. ” (Patient 9)
4.3.2. Confidentiality related to stigmatized medical conditions

When talking about their concerns about medical confidentiality, most of the patients mentioned
that they have never experienced it, as they did not have any stigmatized diseases. Such diseases
most commonly mentioned by physicians and patients included sexually transmitted infections
(STIs) and human immunodeficiency virus (HIV). Other diseases in this list were oncological
and gynecological problems.

“In reality, I have never had concerns, because there was no hypersensitive information. But of
course, if there was some information like that, it would concern me. If it is an orthopedic

problem, I do not see an issue. Anyone can come and see that I have a leg fracture.” (Patient 2)
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“No, thank God, there has never been a case of a disease that would have to be kept secret. ”
(Patient 4)

“I have never had a sensitive disease, to think if they [doctors] would tell about it to anyone or
not.” (Patient 7)

This perspective was also validated by the physicians. Almost all of them mentioned that patients
are more concerned or ask about confidentiality when they perceive the disease as serious or
sensitive.

“It depends on the main disease usually ...some conditions can be a source of stigmatization; it
would be a problem for them. But if it is Covid pneumonia, although I would say | feel kind of
stigmatization regarding Covid pneumonia in Armenia...so I would say yes, it depends on the
problem.” (Physician 3)

“There was a case when a patient had HIV. He had lymphadenopathy, which had to be
evaluated. And his parents approached and asked to keep that information [HIV] secret, and of
course, everyone agreed to that.” (Physician 4)

“My specialty is a bit specific, and there are a lot of personal aspects, that they would not like
others to know. In my case it [confidentiality] is more important, and | do not think it is a case
for other specialties, for example they would not say: “Oh, I have a fracture, I would not like

others to know it”.” (Physician 6)
4.4. Physical privacy
4.4.1. Getting patients’ permission for starting physical examination

In general, patients did not seem to be interested in the topic of confidentiality of physical

examinations. Most of them did not think that their approval or opinion should be asked before
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starting the examination. Only few of the participants mentioned they would prefer to be notified
about the physical exam. Similar opinions were dominant among physicians, who talked about
not directly asking, but rather notifying about the start of the examination.

“No, no need to ask, physician should not ask that, but notify that | am going to examine chest,
or abdomen.” (Patient 7)

“Ask? Why should a physician ask about that? If you are in the hospital, then you are the one
who wants the physician to examine you. ” (Patient 8)

“We preliminarily describe the process. We do not ask directly “May | start the exam? ", no, it is
assumed that they know what to expect.” (Physician 3)

“We notify, that it [physical exam] is important, but we do not obtain permission like that ...if

they came to us, it is assumed they gave their permission for examination.” (Physician 5)
4.4.2. Presence of medical students and other people at physical examination

When asked about who they would prefer to be present during their physical exam, most of the
patients mentioned that except their doctor, nobody else but nurse could be present, and only in
case if there is a need for her to be in the room.

Different opinions were expressed on the topic of presence of medical students at the physical
examination. The majority of respondents highlighted the importance of asking patients’
permission; at the same time, most of them agreed that this is the only opportunity for the
students to learn, so it was considered as normal practice. Some of the participants thought that
there is no need to ask permission at all.

“There is no problem with them [students], they can be there [in the room], finally they should

learn it somewhere.” (Patient 1)
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“Is the student guilty that she/he is studying in a medical university, and that he/she will be
doing surgery in the future? Should they learn it somewhere or not? These people need to be
present without asking any permission.” (Patient 10)

In general, there was a positive attitude towards students’ presence during physical exam among
the study participants. Only one participant strongly opposed this practice.

“No, it is not pleasant for me, and I would not like students to be present...and it is doctors’
obligation to ask my permission first before letting them be present.” (Patient 6)

When asked about real experiences with the presence of students during physical examination,
the participants who have been in such situation mentioned that their permission was asked
before the students were allowed to be present.

“In all cases, when I was in hospital, my permission for students’ attendance was asked...they
should stay to learn, as they are future doctors.” (Patient 8)

“Whenever I went to the hospital, they [physicians] asked all the time “Would you like them
[students/ to be present?”...and I felt that they [students] were looking for my reaction and |
agreed, because they should learn, and | have very positive attitude towards them, very
positive.” (Patient 11)

One participant recalled being in a situation when permission was not asked in advance.
However, even in that case, the presence was not seen as a problem, but the huge number of the
students in the room was.

“Patient’s permission should be asked in advance...I have been in such situation; | asked the
physician if the students could leave the room, because I did not feel comfortable with that many

people. And then, only two girls out of ten stayed in the room.” (Patient 4)
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When asked about physical privacy assurance, most of the physicians mentioned using curtains
or closing the doors, however there were also other ways to assure patients’ physical privacy.
“If I know that there is need for the patient to take off the cloths, I lock the door. And | have
curtains in my room so even if someone opens the door, they will not see the patient. ” (Physician
1)

“The examination is conducted by one physician and it is behind the closed doors.” (Physician
2)

“Every room in our department has a water closet and we usually perform physical exams

there.” (Physician 5)
4.5 Confidentiality issues related to e-Health
4.5.1. Security of electronic medical records versus paper-based records

The use of electronic medical systems was the topic discussed quite superficially as most of the
patients did not know about the system in general and ARMED electronic health system in
Armenia in particular. Similarly, most of the doctors did not use it and were not aware of how
the system works in Armenia.

Electronic system of medical records was not seen as more secure compared to paper-based
documentation, but rather the same. Some physicians thought it could be even more risky
because of the possibility of hacking the system.

“If the [patients’] medical investigation result in the electronic system gets hacked, it can
become accessible to seven billion people.” (Physician 1)

“I think it is more difficult, it is more difficult to ensure its [electronic system] security. If papers

are shared, it would be accessible for one or two people. No one would come and take all the
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archived papers. But if it is electronic and is concentrated in one place, that information would
be possible to disseminate with one click.” (Physician 5)

Patients had similar opinions about the security of electronic systems. Most of them mentioned
about hacking as a potential problem; however, they did not consider it as a very probable

scenario.
4.5.2. Misuse of the system in Armenia and possible confidentiality breaches

Another aspect of the security of the system was its improper application in Armenia.

“As much as | know, our operator [person working in the electronic system] asked for
permission to work from home, and he did work from home, and I think anyone could see it
[records] there. People who work from home open these accounts in their personal phones. It is
vulnerable [for hacking] because these people do not appreciate the importance of
confidentiality. ” (Physician 2)

“I would say that yes, every doctor has their password, but there are physicians, for example
department heads, who would download information, and let her/his nurse know the password.
And there are physicians who would say, “I do not have time for it [to fill in the data], this is the
password " [to residents in order to fill in the data]...and not only physicians could access it, but
also medical residents. Yes, maybe junior medical staff would not have access, but still,

information would be accessible.” (Physician 6)
4.5.3. Obtaining permission for using electronic patient record

Despite the mentioned challenges, most of the physicians stressed that electronic medical system
could be useful for doctors, especially from the perspective of having all the medical information

regarding a patient concentrated in one place. Moreover, they mentioned that in case of having
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this kind of system, the available information, including sensitive information, should be
accessible for the doctors and not depend on the patients’ permission.

“Physician should know everything [about the patient], because it is important for diagnosis, for
accurate treatment. If there is no trust towards that doctor, no need to approach that doctor at
all.” (Physician 1)

Notably, according to some of the physicians, having access to complete information about the
patient might also help to protect medical staff in case of serious infectious diseases.

“I know the case when a patient with HIV was admitted to the hospital, and did not notify
medical personnel, and blood sampling and other manipulations were conducted. In these cases
they have to notify, and if they don 't, they [patient] should be punished for possible
complications.” (Physician 3)

“From the medical personnel’s perspective it [all the medical information] is the same. For
example, [if someone has] HIV, even junior medical staff should be aware of it, because all the
staff is at risk” (Physician 6)

As opposed to physicians, most patients suggested imposing some restrictions on the use of
electronic records. None of them wanted this information to be accessible to all physicians even
during their visit. Most of them would like to give permission for accessing their information.
Some thought that access should depend on physicians’ specialty.

“I think it should be with permission, even for a doctor, they should ask and then see it [medical
information].” (Patient 1)

“I think she/he should say that they have the information and ask if they can open and see it.
Maybe I do not want her/him to see it, because | went to this specialist for the second opinion,

and ...1 do not want her/him to see what the previous one [doctor] wrote there.” (Patient 7)
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While the arguments brought by the study participants varied substantially, all of them were for
having some kind of control over access to medical information stored in the system.

“If it is your doctor, then yes she/he can see it, but the patient should be aware about type of
information available there, all the personal information and information related to treatment.”
(Patient 5)

“I would say there is no problem of who can see it, but the problem of control...if I learn that
some information was leaked, | would like to know the names or IDs of those doctors who

accessed my information. ” (Patient 10)
4.6. Communication
4.6.1. Notification of risk

Another important topic discussed with physicians was their responsibility to share information
with people at risk for certain diseases. None of the physicians perceived it as their obligation
and brought a variety of reasons for their viewpoint as well as possible solutions for the issue.
Two main questions discussed in this context were risk notification in case of sexually
transmitted infections (STIs), HIV, and genetic risk. The most common suggested solution for
this problem was encouraging a patient to share with their relatives, friends, or family members
about the risk.

“I had a case when my patient was HIV positive. First, he refused to talk to his wife... I
continued to encourage him, and finally he was able to talk to his wife, but imagine the
enormous amount of time spent on it.” (Physician 2)

“If they decided that they are not going to disclose...maybe they do not realize all the risks,

because they are not informed of all the risks they carry... Maybe it is possible to talk to them
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)

and to explain all the consequences. Maybe this could change their decision, I hope so.’
(Physician 3)

“I would never inform about it. If it is my patient, and she has an STI, then I see her as my
patient, but her husband is not my patient. | would never take the phone and call him, even if it is

HIV.” (Physician 6)
4.6.2. Hiding the diagnosis

The most engaging and most discussed question was the issue of hiding the diagnosis from
patients and the reasons for doing so. Diverse opinions were obtained regarding this topic from
the participants.

The most common thought was that there is no right or wrong practice and the decision should
be made on a case by case basis.

“It is not right [to hide the diagnosis], but on the other hand, it depends on the patient, their
intellectual state. If they are not in an adequate state, it is preferable to tell [disclose the
diagnosis] to other people, but if the patient is adequate, then, first of all, they should know the
information. ” (Patient 2)

“I do not know, but if the patient would take it very bad and suffer, then it is right to keep it a
secret. Maybe if you knew they would take it easy, information could be shared with them.”
(Patient 5)

None of the participants thought that hiding the diagnosis is an absolutely right decision, but they
provided justifications for that scenario.

“This is a very tricky question...but for me, it is right not to inform them, because if the person
knows that they have one month to live, it becomes a countdown. If they do not know, they will

live the last days of their life in joy. If the government could finance their treatment in another
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country [not available in Armenia] then maybe you can inform the patient about the cancer
diagnosis” (Patient 10)

Some physicians said that although it was probably not the right decision, they hid the diagnosis
when asked by patients’ relatives. All of them started their explanations with the statement that it
is the patients’ right to know his/her diagnosis, but brought a variety of arguments in favor of
hiding the diagnosis. The argument most commonly mentioned by both physicians and patients
was emotional burden for patients, which could worsen their mental and physical state. Other
popular arguments were absence of certain treatment options in Armenia, not appropriate attitude
towards the diagnosis of cancer, and not wanting friends or family members to suffer knowing
about their incurable disease.

“I do not think it is right, but it depends on a patient...of course it is a difficult case for us, yes,
for our [cultural]mindset it is a very difficult problem.” (Physician 3)

“I think it is preferable to disclose all the results and diagnosis to the patient, but there are cases
when patient’s relatives know them better, their character and temperament...and knowing their
diagnosis at this stage could threaten their life and worsen the process of treatment.” (Physician
4)

“It depends on the patient. There are people who are lost, have no energy to fight the disease

right after knowing the diagnosis, and there are people, who indeed want to fight their disease.’

(Physician 6)
5. Discussion

This study was the first attempt to explore physicians’ and patients’ attitudes and experiences of
medical confidentiality and privacy in Armenia. Our in-depth interiews revealed somewhat

superficial understanding of the concept of medical confidentiality and privacy among patients.

27



Physicians had a better understanding of the importance and complexity of the discussed topics,
yet many of their perceptions were similar to those of the patients.

Most of the participants were able to describe the confidentiality concept in their own words and
identify its essential components. Also, many physicians seemed to appreciate the importance of
maintaining confidentiality for good treatment outcomes and better quality of life for patients.
However, none of them had good knowledge of regulations in the field of medical
confidentiality. These findings support the existing literature which shows that in many countries
patients are aware of the meaning of medical confidentiality, yet their knowledge of laws and
regulations is poor.”" Lack of knowledge of medical laws and regulations among physicians
was also confirmed in the previous studies.”® "

The primary source of knowledge about medical confidentiality and privacy for physicians in
Armenia was the course they took in the medical university. Most of them did not have any other
training and have never been interested in further learning on this topic. In contrast to this,
studies conducted in other countries have revealed multiple sources of training confidentiality
and privacy concepts for physicians.*>"® The apparent gaps in the knowledge of confidentiality
concepts and laws warrant some interventions in the area of medical education in Armenia. The
effectiveness and need for postgraduate/residency courses of ethics in general and
confidentiality, in particular, has been shown by multiple studies.”®® To overcome the gap of
knowledge of laws, many countries created guidelines for health care providers regarding the
requirements of laws.?"-2°

Most of the physicians and patients in our study believed that nurses and administrative staff
should not have access to their medical records or it should be limited to the information

essential for nurses to conduct their daily tasks. Armenian law does not regulate who can access
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medical records but requires all medical staff to ensure the confidentiality of medical information
available to them.®® This practice is also accepted in other countries, such as the USA* or UK®?
where the law refers to all healthcare providers and all of them are obligated to keep medical
information confidential. The main argument against nurses having access to their records
expressed by the participants was their concern that the nurse does not have appropriate
knowledge and does not need to know the details. The physicians also stressed there is no need
for nurses to obtain information they do not use in everyday practice and expressed a need to
limit the number of people accessing detailed information, however they agreed that nurses
should be informed about the conditions that impose certain risks for their health such as
hepatitis B or HIV. Also, most of the participants had a negative attitude towards the nurse’s
presence during the physical exam unless doctors need their help. Studies exploring patients’
perspectives of confidentiality reported a similar attitude towards administrative staff; however,
most of the participants in these studies had a positive attitude towards nurses having access to
their records.®>® It has also been reported that this acceptance might be guided by the belief that
nurses are appropriately trained to keep the information confidential®® which apparently was not
true for Armenian participants. The study has shown that nurses’ role is underestimated among
both physicians and patients in Armenia, and it was guided by the belief that they do not need
information as their responsibilities are limited. The finding is in line with another study
conducted in Armenia, which reported that along with physicians and the public, even nurses did
not perceive themselves as independent practitioners and did not think they play an important
role in the healthcare system.®

Compared to similar studies conducted in Greece and Italy, the awareness of electronic record

systems was not very high in the present study.*?®® The same studies have shown that the public
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and physicians had a positive attitude towards the electronic system, whereas, in the current
study, only physicians saw the integration of the system in the medical field as a beneficial
reform.*2 While in other countries, people seemed to be mostly concerned about the possibility of
unauthorized access in Armenia, the possibility of hacking was the highest concern, albeit
perceived as not very probable.*? Patients in Armenia expressed a desire to control the access to
their medical information, to be informed of the information in the system, and to see who
opened their personal documents, which was also found in other studies, however it was not
expressed by the majority of participants of previous studies.?®8”As with paper-based records,
most of the participants were open for their doctors to access their data and had some
reservations regarding nurses, administrative staff, or other professionals from different
departments not directly involved in care. This resembles the data obtained from the studies
conducted in Greece and the UK, which explored patients’ concerns and perceptions of
electronic health systems, has also shown that patients expressed a willingness to limit access for
nurses or administrative staff.842 The perceptions of the safety and confidentiality of the
electronic medical records were clearly influenced by the fact that the system has been
implemented in Armenia only recently and has not been fully in force, and therefore patients had
very vague and uninformed ideas about the system.

The participants’ positive attitude towards students’ presence during their consultation and
physical exam was very similar to what was reported in previous studies conducted in different
countries around the globe, 2 which probably means that this is an attitude shared across
different cultures. Another study demonstrated that patients’ positive attitude was mostly
explained by their appreciation of the practical skills that students should get as part of their

medical education, which was confirmed by this study findings as well.%
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The “duty to warn” meaning physicians' obligation to warn patients’ partners or relatives about
their risk, is a challenging aspect of medical confidentiality and has been discussed in the
literature from the moral and legal perspectives. The situations where the probability of risk is
high, including the cases of infections and those with no certain likelihood, such as results of
genetic testing were examined by several authors.®*% Both scenarios were discussed with the
physicians in the current study, and it was found that physicians did not feel obliged to notify
about the risk of infectious disease or about genetic predisposition to a certain disease. Instead,
all the physicians suggested encouraging patients to notify their partners as the best way to
inform people at risk. Similar findings have been reported in the study conducted among
physicians providing STls care in the US, where most physicians did not collect information
about sexual partners and encouraged participants to talk to them and notify them about the
risks.” Physicians’ preference to keep medical confidentiality and not to disclose information
about sexually transmitted diseases and HIV to the partners of their patients was also found in
two different studies conducted in France.®”*® The same pattern of not disclosing the risk was
found in other studies showing that even health care professionals working in the genetic testing
sphere are prone to not disclosing the genetic risk to relatives without patient consent.®*1% In
contrast to this, the study conducted by Daly et al. in Ireland has reported that most of the
participants were for disclosing the information to people at risk.1

The law in Armenia, however, requires medical centers and laboratories to refer HIV positive
blood samples to the center of AIDS prevention for further investigation and patient
management.1%? Physicians included in the management and treatment of these patients are
obliged to inform their patients to notify about the risks to appropriate people, but are not

obligated to inform people at risk directly.’?> According to Criminal Code, people who know
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about their disease and fail to notify others are punished by imprisonment from 3 to 8 years in
case of not informing about HIV, and by fines or imprisonment of 2 years, in case of STls.%®
There is no standardized approach to risk notification in the US, where requirements vary from
state to state. In some states, physicians are required to report contacts’ names to the state health
agency, in other states, it is up to physicians to decide if they want to report the names to agency
or talk to contacts directly, whereas in some states, reporting to a state agency is optional.!*® One
of the states requiring doctors to report to the health agency also defined the penalties for doctors
who failed to report HIV cases appropriately.'® According to the European Center for Disease
Prevention and Control (CDC), the laws vary in the European countries, where notification is
mandatory either for doctors, either for patients or both of them, and there are countries where it
is not compulsory for any of them. Out of 23 European Union (EU) countries and the UK, only
in 9, healthcare providers are obliged to notify partners, and in 4 countries, patients are obliged
to notify their partners of risk.1% Only in 9 countries the law prosecutes people failing to notify
their partners about the infection, however, the criminalization is based on the different laws
available in these countries.’® In Armenia, compared to this practice, physicians do not have any
direct obligation to notify partners, and there are no penalties for them if they fail to inform
partners. Interestingly, none of the participants referred to specific HIV law existing in Armenia
and did not mention they will refer their patients to the HIV center, but their thoughts were very
similar to the law, not feeling any direct responsibility to notify people at risk.

Another aspect of confidentiality is hiding the diagnosis from the patient. World Medical
Association’s declares that every patient has a right to make a free decision regarding her/his
diagnosis and treatment.'% On the other hand, the USA’s HIPPA act states that personal medical

information can be shared with the third party in case of getting patient’s permission, unless
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he/she is unconscious, deceased, or with an effort of disaster relief.!°” Notably, the law®" in
Armenia also states that it is within every patient’s right to get appropriate information about
their diagnosis, and to make informed decision about their treatment, and that medical
information can be shared with family members, only in cases when patient is unconscious.

It has been postulated that hiding the diagnosis was an accepted approach in the last century,
while openly discussing the diagnosis is more common at the present.*® Also, disclosing the
diagnosis is quite conventional in Western culture as opposed to other cultures.*¢1% A large
study conducted among 800 participants in the United States showed that compared to Korean
and Mexican Americans, European and African Americans believed it is right to inform the
patient about their diagnosis.'® Our study revealed that making such decisions is challenging for
healthcare providers in Armenia as well, with almost all the study participants missing a definite
approach to the issue and good understanding of the corresponding legal basis.

Similar patterns have been observed among patients. A study comparing perspectives of
Japanese and American physicians and patients revealed that the majority of participants from
the USA agreed that patients should know about the diagnosis, whereas only 42% of patients and
even fewer physicians from Japan preferred the patient to be informed about the diagnosis of
cancer.!® A qualitative study conducted among Iranian patients and physicians has shown that
most of the physicians believed that the information should not be delivered directly; instead,
patients should be informed about having some health issues. However, the authors reported that
patients’ preferred to be informed and engaged in the process of treatment.!!! The results of the
present study are somewhat comparable to the aforementioned study in Iran, as most patients
expressed willingness to know the diagnosis. Yet, the unique finding of our study is the

importance that both providers and patients attributed to the context of disclosing the diagnosis
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in each particular case. Attitude towards cancer and emotional burden imposed by the diagnosis
were mentioned as factors most influencing the decision to disclose the diagnosis to the patient
by physicians and were deemed valid by patients as well. Notably, several participants from both
groups shared an idea that the lack of treatment options in Armenia and financial difficulties to
get treatment in other countries might justify withholding the cancer diagnosis from certain
patients.

Overall, misunderstandings and poor awareness about how medical information is being kept
and communicated found throughout different groups of participants and various confidentiality
domains indicate that both patients and physicians in Armenia should be better informed and
prepared to deal with potential issues in case of confidentiality breaches. Implementation of a
medical agreement or contract before the hospitalization could address the issue and make both

sides aware of rights and responsibilities.
5.1 Study strengths and limitations

No studies have previously explored the perceptions and experiences of medical confidentiality
in Armenia, and therefore our qualitative exploration could serve as an important evidence base
for future researchers as well as policy-makers and administrators in the healthcare field. The
study provided valuable insights into general perceptions of confidentiality and privacy among
Armenian physicians and patients and highlighted the most important confidentiality issues and
concerns which can be further explored through qualitative or quantitative investigations.

One of the strengths of the study is the triangulation of data sources as both physicians and
patients were interviewed. This helped not only to validate and compare the experiences but also
to identify the differences in expectations and perceptions of confidentiality. The detailed and

comprehensive interview guide used in this study allowed exploring the breadth of issues related
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to medical confidentiality and understand the full range of perceptions and experiences. The
maintenance of the research diary by the student investigator ensured the reflexivity and
trustworthiness of the study

The following study limitations should be highlighted. First of all, the online mode of interviews
restricted the participants' recruitment opportunities, particularly among those from the marzes

and older age groups, which could have affected the transferability of the study results.
5.2 Recommendations

The following recommendations are proposed based on the analysis of the study findings:
1. Implementation of a medical agreement or contract before the hospitalization could address
the issue and make both sides aware of rights and responsibilities. The Ministry of Health (MoH)
along with the heads of hospitals, should initiate and pilot the proposed mechanism to evaluate
the gaps and barriers and fully implement it.

2. There is a need to update the curriculum and integrate the ethics/confidentiality course into
residency program. The Ministry of Education, Science, Culture, and Sport (MoESCS) with
medical universities of Armenia are the central responsible bodies to develop and update the
suggested courses.

3. The lack of knowledge among doctors indicates that most probably there is a gap in nurses
knowledge. Yet there is a need to explore it, our recommendation is to develop a course/training
regarding confidentiality/ethics and integrate it into nurses’ educational curriculum. The
recommendation refers to MoH and the MoEDCS. The stakeholders and responsible bodies for
successful implementation are the institutions providing nursing education in Armenia.

4. We recommend creating guidelines for healthcare providers. Considering the complexity of all

laws and penalties, all the stakeholders including MoH, medical law department of medical
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university, lawyers working in medical spheres, are recommended to develop a comprehensive
guide about confidentiality and privacy, providing information about the concept and local laws
and regulations.

5. In order to overcome the barriers of informing patients about their diagnosis, there is a need to
create a committee in the oncological hospital and departments of oncology. The committee with
experienced physicians and psychologists would help physicians to learn effective methods to
provide information in an appropriate manner. Besides, the role of a committee could be
expanded to have a discussion session with the public to increase awareness of cancer, its
treatment and to overcome stigmatization of cancer.

6. The AIDS prevention center is the responsible body in Armenia for HIV testing, screening and
treatment. We recommend the development of training for physicians working in the AIDS
prevention center to improve the effectiveness of contact tracing and partner notification. We
suggest reviewing the law to make it compulsory for physicians and create resources for them to
get into active contact tracing. The latter recommendation refers to the MoH.

7. We recommend the development of training programs for healthcare professionals about
electronic systems section discussing confidentiality of information. Simultaneously, there is a
need to spread awareness regarding this system and its confidentiality among the general public.
The recommendations refer to the MoH and e-Health operator in Armenia.

9. There is a need to conduct more studies to understand the main barriers to appropriate practice
of confidentiality in Armenian hospitals and other healthcare settings, including policlinics.
Additionally, there is a need to explore this topic among nurses and administrative staff who

were not included in our study.
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Appendix 1

In-depth interview guide for patients

Start time of interview...

Ice-breaker questions.

Thank you for agreeing to participate in this study.

Let's start our interview by talking about how you understand medical confidentiality.
Knowledge about medical confidentiality and its role in healthcare system

1. Please describe what do you think medical confidentiality means? Probe: Could you
describe any real/possible medical confidentiality issues that you are aware of? Do you
think it is a moral or legal obligation? Do you remember if you thought about this when
you were hospitalized? Have you had any issues related to this when you were
hospitalized? What were the issues? How were they solved?

2. What do you know about laws and regulations ensuring medical confidentiality? Probe:
What is your opinion about the protection of your personal information in Armenia?

3. Why do you think medical confidentiality is important?

Now let's discuss what medical information is and how it should be kept.

Confidentiality of medical records

4. What kind of information was being recorded during your last stay in the hospital? If you
were hospitalized before, what kind of differences did you notice between past and
present practice related to this? What is the purpose of the documentation of the
information? Do you know what is being done with this information after your visit?

5. To your knowledge, who has access to your medical data in your polyclinic/hospitals?
Probe: Do you think your doctor has access to it? What about other doctors or nurses?
What about administrative or secretarial staff?

6. And who should have access to your medical records? Why do you think so?
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Probe: Other doctors of the hospital, nurses, administrative and secretarial staff?

In your opinion, what kind of personal information should be kept on the medical
records? Why? Do you think all medical information should be treated in the same way,
or are there specific topics that need special attention? Probe: What do you think about
confidentiality-sensitive topics such as HIV or mental illness?

In your opinion, is there any type of information that does need to be kept confidential?
What kind of information is that?

Have you ever been concerned about your personal/medical data that was recorded in
your medical cards? Probe: Did you have any concerns that the information could be
shared with your family/relatives/friends without your permission? Did you have any

concerns regarding information disclosure to your employers? If yes, why?

Now let's discuss the importance of confidentiality for patients.

Environment and communication

10.

11.

12.

13.

14.

What could you say about the difficulties disclosing health information related to your
health to doctors who treated you during your stay in the hospital? What kind of
difficulties were those? Was this because of confidentiality concerns?

How the environment of the department affected your willingness to share your medical
information with your doctor? What would you say about difficulties sharing this
information with other doctors/staff of the department? What was the reason for that?
How did your doctor tell you that your medical information will be kept confidential?
How she/he explained what confidential means? Did you ask any questions to her/him
regarding this?

How do you choose which clinic to attend in case of need? Probe: Do you ever check
about the hospital's reputation as a place where your personal information will be
recorded?

What do you think about the situation when the diagnosis is being disclosed to relatives

or friends without disclosing it to the patient?
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Physical privacy

15. What do you think about the importance of asking your permission before conducting
physical exam? Probe: For example: to perform lung or hurt auscultation or abdominal
palpation.

16. Who do you think should be present in the room during the physical exam? Probe:
Should other doctors than your doctor be there? What about a nurse?

17. What do you think about the situation when another individual enters the room during
your exam? Have you experienced it? If yes, what were your thoughts about that
situation? What have you done in that situation?

18. What do you think about how your physical privacy should be ensured? Probe: Do you
think the doors should be locked during an examination? Why if yes/no? What else

should be taken into account during the physical exam?

Now let's talk about electronic systems and technologies in the medical field.

Confidentiality issues related to e-health

19. Please tell me what you know about the electronic health system (this is a computed
system, where health information is stored in digital format). What do you know about
the ARMED system in Armenia? Do you know how to access your medical information
through this system (using social card number register in the ARMED system and have
access to medical data)? Have you ever used it? If yes, do you find it helpful? If not,

why?
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20. What do you think about the safety of medical data that is being kept in the
system/electronically? What do you think about other people's access to it? What do you
think about the possibility that the system can be hacked (unauthorized access or control
of system, which could make all the information accessible to public)

21. Do you think your doctor should have access to your electronic information without your
permission? Why yes/no? Probe: What do you think about accessing sensitive topics

(HIV, mental illnesses, etc.)
22. Is there anything that I did not ask but you would like to add?

Sociodemographic characteristics
e Age

e Gender
Thank you!
Notes...

End time of interview...
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Appendix 2
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Appendix 3

In-depth interview guide for doctors

Start time of interview ...

Ice-breaker questions.

Thank you for aggreging to participate in this study

Let's start our interview by talking about how you understand medical confidentiality.
Knowledge about medical confidentiality and its role in healthcare system

1. Please describe what confidentiality is. Probe: could you describe any real/possible
medical confidentiality issues that you are aware of? How did you learn about it? Probe:
Medical school, hospital, colleagues? Did you have any training on the topic of medical
confidentiality? Do you think it is a part of the medical system? If yes, why? If no, why?

2. Have you had any issues related to this? What were the issues? How were they solved?

3. Please describe what you know about the legislation on medical confidentiality? If no
information, have you ever been interested in it? How is personal information protected
in Armenia?

4. What kind of ethical difficulties did you experience in your practice regarding medical
confidentiality? What kind of situation do you consider ethically problematic? Please,
describe how did/would you resolve this kind of situation? Whom do you approach in

case of a dilemma? Probe: colleague, patients' relatives, hospital management team?

Now let's discuss what medical information is and how it should be kept.

Confidentiality of medical records
5. In your opinion, who should have access to medical information in your department?
Probe: Other doctors or nurses of the department? Administrative staff? Why do you
think so? How do you ensure that medical records are being kept safe in your
department? Have you ever had any concerns that this information could be accessible to

non-authorized people? Probe: could you describe such instances?
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6.

In your opinion, should all medical information be kept in the same way, or are there
specific topics that need special attention? Probe: What do you think about
confidentiality-sensitive topics such as HIV or mental illness?

What do you think how you should act in situations when patients' disease status could
also affect others' health (for example, infections, HIV, genetic testing results)? What are
your thoughts about sharing it with a third party without patient permission?

What do you think about hiding the diagnosis from the patient and disclosing it to the
patient's relatives/friends? What is your opinion about sharing it with relatives/friends

without asking patients' permission?

Now let's discuss the importance of confidentiality for patients.

Environment and communication with patients

9.

10.

11.

How do patients perceive medical confidentiality/ What do you think about their
perspectives on this issue?

How do you ensure that patients are sharing all the needed information with you? Probe:
What is your opinion about highlighting that the confidentiality of the information will be
kept safe? How this can change patients' attitude regarding sharing more information
with you? How do you tell your patients that their medical information will be kept
confidential?

As all doctors can access the medical information shared in ARMED, what do you think
about the availability of sensitive information? Probe: Should it be available for all
doctors? Do you think patients' permission is necessary to access their medical records?

Why yes/why not?

Physical privacy

12. Please describe the measures you use to ensure your patients' physical privacy. For

example, do you ensure that doors are closed while you are conducting physical exam?

Do you ask other people to leave the room before starting physical exam?

13. Do you ask the patient’s permission before conducting physical exam? What do you

think about asking patients' permission to conduct the exam?
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Now let's talk about electronic systems and technologies in the medical field.

Confidentiality issues related to e-health
14. What do you think about using electronic medical records (this is a computed system,
where health information is stored in digital format)? What do you think about the safety
of electronic systems? What do you think about the possibility that this system could be

hacked (unauthorized access or control of system, which could make all the information
accessible to public)?

15. Please describe the safety measures implemented in your practice to ensure the safety of

electronic medical records? Probe: Do you close the system every time before leaving a
room?

16. What are the main barriers to using electronic health systems? Probe: Do you think there

are security issues?

17. Is there anything that | did not ask but you would like to add?

Sociodemographic characteristics
e Age
e Gender
e Specialty

e Hospital and department

Thank you!
Notes...

End time of interview...
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s1hwugnpws whdwhg hwdwp: 2nzont of: Gupn g kp
wy puhupu pbuypbp djupugpky :

6. Atp upshpny wdpnne mknkjwnnt pj n1tup whkwp £ wuwhdh
unij llhpul,pho Jwuy tywhuh mknpEjwunynipy nrtt,npn
hwmnit § ntpwypnt pj wh yuphp nruh: Znront . f’aizé kp
Jupdén: U uwy buyhuhp qguy n1 & mknbkjunynt py wh
qunuihnt pj wh Jwuhb hias whupp b ophbwl UPUY-p [ und
hngblwlh wnnnont pj wh hlkwjwyws anhpbbpp:
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7.

P Uy bp upéni U hts whu whwp & Jupdbp wy twhuh
hpujhdwhjbubtpnird, ipp wqughtuwh wnnno wjwt Jh&wyp
Yupnn £ wqnb) wy ] dwpplliwg wunnnent pj wh Jpw(ophbwy
Jupwlhs hhpquwinnipyjnrububph,UbUd-h,qhubkwmh]
hhJuwinni pj ntubbph npwpnid): b" 4y kp Jupdnit d wnwig
wug htuwh pnijjunip)jntup unubtw nt ppwdwuhl
Eppnpnp wbdwhg mknkjwgtuby nt dwuht:

P° s Yupshp ntubp wy @ Jwuht,bpp winnpnont dp
pupgynitd E wqughtuwmhg, vwjuwy t ppwdwuhtt mknptjwugynt
L phuwbhph whnudbbpp/puybputpp: b” s tp Jupsni d
w u mbnbjwnynt p) n1t up wnwhg wug htuwnwh

pnt] 1 uyntp)] wh hupququubtphu/puyjtputpht huy mok| nt
duwuht:

U dd bhEkp phaupfbbap wqughbbwh hwlwp quywihni py wh
wuwh wwlh Jwh uplhnpni pynt ap:

UhowJuy pp b qughtuwubtph htwodmt dp

9.

10.

Pusuwh u bl wqughbbwibpp pajwy nud pdojwlwb
qunuihpp: P" Uy kp Jupsnu v wy u bnph JEpwpbpg w
tpwig yquntpwgnt dutph dwuhtt: Yupént U Ep pdo juluwl
nbnkjumnt pj wh quyuihnt py ntap yuplnp k&’
wyughbbwiobph hudwp: Gph wy n,husnt’ : Gpk ny,
hasnt” :

P” s whu kp wywhnyni U, npwhuqh wughkbwikpp 2kq
bhpju wgubt pdojuwjwt mbnEjwmnt pj ntup
wdpnnontp] wdp: Znzonid. P hs kp jupdnt o uy & dum p i,
np Juwpnng kp Go k), np unugyws wlpnne wkykjuumn: pj wi
qunubhnipynt bp fuwwhnJh: nk’; kb uy Gwhup pkupkp,
kpp qupphp L knk] pbpwmk) ,np ulpnng wknkjuumjn: py ni bp
wwh wuliJn: o F whywmubig: Pos wk " u fupny F uwwgnky
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wybk] hpwnwbnpbjwnyni pj nt & mpuwduppkby nt

wwg hkbwnhkEpp wunnp wa umal undn py wh Jpur bus wk u kp Qkp
wug htbwmbipht mknptjwgunit d,np bpwpdr jul wh

ny)] w) bkpp qunubh Bt wquwhdbk)nt:

11. Pwbh np pnynpp pdhojutpp hwuwiubt) hnitpjnrtuntubkl
ULUBY hudwlupqht,h” s tp jupdni U uy bwbn qquy n1 b
nmbknEjuwnynt p; wh hwwwitt] hnt p) wbht dwuht: Znipnt d.
M “wp Fuy b huwmwh by hj plp pnjnp pdhohbakph hunlwp:
P" s bp Yupsnid wqughbhuwmbkph pnij | w]nt pj ntbp
wbhpwdbiyownk tpwig pdojuwjut mknpEjunynt pj wlp
huuwibk] hbnipynt bt nttbbu nt hudw p: busni’
wy n/pasnt’ ns:

Shqhjuwjwh ()] w bph)wbtdunutgnt pj wi/qunuuhnt pj n1

12 vunppnid Ed bjupuwgptp wy W Thonguennit dubkpp,npnup tnip
Uhpupnid tp wqughtuwh hqhljwlywb (um]; uy bkph)
gunuihntp) ntup wyuwhnybynt hwdwp: Ophtwy
wwwhnyni U kp,npykuqh $hqhjwlwh qbbdwh ¢uwd whwy
vk wh gninp thul | huh: dhqhjwjwt quunt d
hpujwbwgiiyntg wnwy pinpnt” U kp,npuy | dwpghl
nnipuqub ubky] whhg:

13.9hqhjujwh quunt Up ujuk)ni g wnwy huwpgunt” d kp
wughbtwh pnij ] wlnLp;nrup: P oy kp jupsnr d
quunitdhg wnwy wughbtuwh pnitj | wuynitp;ntup hwupgubk]nt
dwuht:

U dd EhEkp inubbap pdop wlwh ny npunt  inpwpwp wl wb
wmkjubny nghwhbph b Fj Ehgumpnauy hod hwdwlhwupgbph
Jppuwnni pj wl Jwup b
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EiEjwupntuw ht winnn9 wyuwhnt pj wt hwdwjwpgh htwnljwuyd ws
qunuthni pj wh punhputp

14.p" s tp yupsnid b kjupnwiwy hit wnnno wuywhnt p wh
hudwuwpqgbiph yhpurdwt dwuhtt (upwbp huwdwwpgbpt Eu,
npukn wnnn9 wjwh miknhjuwunynt pj nt up ywhuwwuynr U k
EiEyupntuuy hu/pduy o muppbpuwyny): b’ 4y kp updnr
EiEyupnuwy ht huwdwjuwupqgbiph whduwignt pj wh dwuhte:

P" s bp Jupsni v uy u hundwlwpgh hwpd wlydwh
tupupldbiint huwjwbwjwint p; wht dwuht (upwhp uy u
hpwjhdwhbubpu b, bpp hudwljwpgh wy puwnuti p p jputhwti y n1
Euw | dwuppuwig ynndhg b minptjunnit pjntup pwg b
huuwwib| h E guntnitd pnynph hwdwp):

15 vunppnid Ed bjuwpwgpblp wy W Uhongunnit dubkpp,npnup Fnip
Jhpunnid tp QEp wnop) wgnpdntubnt p) wh pupwgpni d
EiEyupnuwy hu pdo jujult mintjunynt p) wh
wbyunutgnipjntuh wywhnybt)nt hwdwp: Znipnt : Udka
whqul ukby whhg pni pu quy pu huln: "o kp hulwlwpgp:

16. Npn” up bt hudwiwpgp Yhpwntp nt hhdbwl wh
luns pugnwubpp wbtd nwtignt pj wth mkuwhjy nthg:

17 Ywwy bwhuh pwi,np Eu s hwpgph,puy g tnip jgwujwhuwy hp
wyb]wguby:

dnnnypnwqpulwb ] wy bkp

e Suwphp
e Ukn

e Uwubwghwuwugnt d
e 2hjuwliguwing b pwdwtidnt tp

Cunphwlw nipjnth
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Zupguwqpni] gp wjwpwk]nt dudp. . .
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Appendix 5
American University of Armenia
Turpanjian School of Public Health
Institutional Review Board # 1
Oral consent form for patients
Principal investigator: Tsovinar Harutyunyan, MPH, PhD
Co-investigator: Lusine Musheghyan, MA, MPH
Student-investigator: Ashkhen Grigoryan, MD

Project title: Perceptions and experiences of medical confidentiality and privacy among

healthcare workers and patients in Armenia: a qualitative research

Hello, I am Ashkhen Grigoryan. | am a second-year student of Masters of Public Health at the
American University of Armenia. As part of my thesis project under my advisors' supervision, |
am conducting a research study. The topic of my research is medical confidentiality. This study
aims to find out the perception of medical confidentiality in Armenia among physicians and

patients.

You are one of the several participants that have been invited participate in this study. You are
invited to participate in this study as a patient who has been hospitalized in the secondary care
hospital in Armenia. In order to find out your perceptions of medical confidentiality, I would like
to conduct an interview with you, which may last 30-60 minutes. | will ask questions regarding
medical confidentiality and its role in the healthcare system, confidentiality of medical records,
environment and communication with patients, physical privacy, and confidentiality issues
related to electronic health systems. Your participation in this study is limited to just that
interview. Your participation is completely voluntary. You can stop the interview any time you
want. You can also skip answering the questions that you do not want to answer. Refusing to

answer any question or stopping the interview does not have any consequences for you.
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Though you will not have any personal benefits from this interview, this study could be possibly
helpful for future reform of laws and regulations regarding personal information protection in

Armenia.

With your permission, | would like to audio or video record our conversation to remember all the
details of our discussion. You are free to refuse to record our conversation or any part of it. I will
ensure the confidentiality of information that you provide. The recordings will be kept on my
personal computer protected by password. I will not attach any personal information to the
recordings. | will destroy the recordings as soon as the data are analyzed.

The study results can be published, and I would use some of your words in the paper; however,
there will not be your name or any other personal information that will help identify your
personality.

Before we start, | would like to make sure that | clearly explained all the points. Please let me
know if you have any questions. If you have any questions in the future, you can contact my
supervisor Tsovinar Harutyunyan at 374 60 612592.

If you think you have been hurt by joining the study or have not been treated fairly, you can
contact Varduhi Hayrumyan, the Human Protections Administrator of the American University
of Armenia at (060) 61 25 61.

Do you agree to participate?

Do you agree to audio or video record our discussion? If not, | will take notes during the

interview.
Thank you.

Can we start?
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Appendix 6

Zuwj wunwbh wdbkphl) wb huwd wy vwwpwb
Ppywudbwl Zwipuwy ht wnnno wywhnt pj wt dwlnit | mkwn
Ghunwhbunwgnuujwh Ephjuw h phy lhwtdtutwdnnny
Ppugbl hudwdwy tnt pj wth &b wqughbhuwmbuEph hwdwp
hunugnunt p; wt nEjuwjwp Ondhlwp Zwpnt py nt i) wh

Zhunugnuuljwh phdp winud Tniuhtbk Untobng wh
MLuwinny Upukt Qphgnpj wh

Phdw Adhohubph L qughkbuwibph yqunkpwugnt dubkpp b

fnpduwnntpj nrp pdp jujwt qupnbhph JEpwptpg wy :
Npujwljwt hEwwgnunt pyjnt

Mnontj u,pd whnt up Uppukt Qphgopy wt k. bu 2wy wuwnwb p
udbtphl; wbt hudw)] vwpwih PpthuwbtdEwlh Zwbpuwy h

wnnno wywhnt pj] wh dwlijnt | mkwh dwghuwpnuwljwt Spwgnph
Epyponpg Ynrpuh nruwbng Bd: bd wd wpnmuj wb plqh
opowbwlubpnid hd nEjwJwputph htwmwdhwuht tu
hpwjwbwgiunid Ed pdo jujwubt qununbhph JEpwpbp) uy
htwwgnumi pjnt: Pd htuwugnunt p) wh phdwb pdo jwulul
gunwuihptu k: Uju htwnwgnunt pj wt b wuuwlp Zwy wuwnwbint U

pdholutiph b wughtuwubkph pgpowinid pdpjujwb qunwbhph
JEpwpbp) wp wqunjkpwgnt dubphntuntdbwuhpnrdb k:

Tnip htuwugnumnt pj wip duubtwlgl|int hpw hpyJwd
duubwhgutphg Ukt tp: Qtq hpw]hpnitd Ed duwuttwljghi nt

wj) u htwmwgnunt pj wbhp, npywbkun wughttw,ny Zuwy wuwnwtint U
hhdwinwinnuy ht onwih hwuwnuwmt pj nrttntd pnrdydbyne
ympdunnipjntb Enrtbubgh): Fdojwljwub qunubhph JEpwpbtpny uy
Qtp yupshpl hpdwihug nt huwdwp' bu jguwbjwhuy h 2kq hkwn
hwpgwqpnij g wtghwgubk] ,npp yuwbh 30-60pnwtk: Uy pupwgpnt u
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Juuwd hwpgbp pdo jujwt qunuiuhph b wnenne wyuwh wl wh
huwdwluwpgnid npupbph,pdojujut mkntjuundnt pj w

wuwh yutt dwh,pdo jujwuwbt mbnEkjunynt pj wh b hhwtinwungh
Uhouwjuy ph vhol Juwh, bhqhfwlwt wbfunutignr py wl,hby whu
bwbh Ep Eyupntw ht huwdwjuwpgbpnt d wnnno wjwh vy wy ukph
wuwh yut dwh whJuutignt pj) wh Jhpwpbpy uy ¢ QkEp
duubwlgnipjniiup wy u hbunwgnunt p) wop vwhJdwhwhwldnr U k
wj u hwupgwqpnijgny: Uyuhbuwgnunt p) whp L
duutwlgnipjnrtup phondhtt judwdnp E: Fnip Jupnn Ep
punphuwunt] hwpguwqpnij gp gwbjwgws wuwhh: Lwlh wpnn bp

s wuwnuu fjpwt ] wy @ hwpgbphu,npnug s ip gwajwunt d

wuiuu wpwt ] : Zwupgwqpni ) gh pughwmnit dp jud npbk hwpgh
wuunuwu fpwtt ] nt g hpwdwp bt pnpblk hEwbhwtp s hnrtuktwkq
h wd wp:

Uy u hbwnwgnunt pj wtip dwuttwljgl|iny dnip s bipnitubkuwnplk
wbdhowjwh ognt n,uwjuy @ wy & yuwpnn £ oguuwljwup | huky

Zuw wutnwtnt d wbdbtwjwut ) wy bbiph wup myutint pj whp
Jipwpbtpnnopbhupubpp b jupquynpnirdubpp pupbdmnjpub|nt
h wd wp:

Qtppnijiuntp) udp, bu jgwbjuwbuy h duwy bwgpbh] Jud
mbkuwdwy twgpt] dipqpnijygp.npwkuqh Juwnwh | hubkd, npnplk
Jupbnp )] w) pwg s Ed ponnk]: Inip upnn tp Ukpdbkg
hwupgwgqpnijgh jud gpuguwijugws dwuh dwy twgpnt Up: Gu
Epup iy npni d Bd QEp mpudugpwd nbkpEjwndnt py wb
gunuihntp) ntup: Qquj bwgpnipjnrtbbubpp jywhdtu hd
wdbtwwt hwdwjwpgs nrd,npp wqup nytJws £ dwsjwgnpny: AkLp
wbdbwlwl ) wp bkpp Ygdws s Eu | puh wy u

dwy btwgpnipjnrbbubphtu: SY; w ukphJtpy nitdénipynitthg hkun
dwy twgpnipjntububpp Yns s wmgykh:
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Zbwnwgnunt pj] wh wpn) ntupubpp Jupng Bt nmyugpyt] g hwnulwt
uduwgpbpnid oquugnpdh)ny dunbwijhgubkph pnupkphg
dbkoptpnidubtp: Uy tnnrtwdbtwy bhy npbk wint &t juwd wbhdp
unij) twjwbwgunng vy wy s hoquugnpséyh:

Uhtus ufub)p,tu jguujwbuwy h Juwwh | huk ,np bu puguwwnptgh
pnpnp Ykwkpp: Gphnplk hwpg ni tkp ungpkd: Bph

hEwnwguy nitd htwnwugnunt pj wt htwmjuyjws npbk hwupg ntaubbwp,
Jupnn tp juyhuwuwnwnt| hEwnwgnunt pj wt n B wjwp Ond hwp
Zupnip)nt by wih htw 37460612592 htnwhun uwhwiwpn:

Cpk jupénid tp,np wy u hEwnmwgnunt pj wbp duubwljgkynyg Qkq
htwdhowms tu Jupdt] ud Qtq Jhpwnpk] B, jupnn tp juy
hwuwmwnt] 2w wwunwbh wdbphl; wb hudw] vwpwb h g h nwl wh
Ephjuw h huwtdutwdnnynyh hudwjwpgnny dwpgnit hh 2wy pnr Udj wh
htwn 060612561htnwunuwhudwpny:

Zudwdwy 0 5° p kp vuwbwlgh] hbwnugnunt pj wip:

Zudwdwy o &° p,np hwpguqpnij gp duwy twqpyh §ud
nmkuwdw twgpyh: Gptns ,Euqpnijghpupwgpnidnpny
bonitdubkp uwbbkd:

Cunphwlw n1pj nt b:

Yupn’ n kup uljuky :
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Appendix 7
American University of Armenia
Turpanjian School of Public Health
Institutional Review Board # 1
English version of the oral consent form for physicians
Principal investigator: Tsovinar Harutyunyan, MPH, PhD
Co-investigator: Lusine Musheghyan, MA, MPH
Student-investigator: Ashkhen Grigoryan, MD

Project title: Perceptions and experiences of medical confidentiality and privacy among

healthcare workers and patients in Armenia: a qualitative research

Hello, I am Ashkhen Grigoryan. | am a second-year student of Masters of Public Health at the
American University of Armenia. As part of my thesis project under my advisors' supervision, |
am conducting a research study. The topic of my research is medical confidentiality. This study
aims to find out the perception of medical confidentiality in Armenia among physicians and

patients.

You are one of the several participants that have been invited to participate in this study. You are
invited to participate in this study as a physician who works in secondary care hospital in
Armenia. In order to find out your perceptions of medical confidentiality, I would like to conduct
an interview with you, which may last 30-60 minutes. | will ask questions regarding medical
confidentiality and its role in the healthcare system, confidentiality of medical records,
environment and communication with patients, physical privacy, and confidentiality issues
related to electronic health systems. Your participation in this study is limited to just this
interview. Your participation is completely voluntary. You can stop the interview any time you
want. You can also skip answering the questions that you do not want to answer. Refusing to

answer any question or stopping the interview does not have any consequences for you.
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Though you will not have any personal benefits from this interview, this study could possibly be
helpful for future reform of laws and regulations regarding personal information protection in

Armenia.

With your permission, | would like to audio or video record our conversation to remember all the
details of our discussion. You are free to refuse to record our conversation or any part of it. I will
ensure the confidentiality of information that you provide. The recordings will be kept on my
personal computer protected by password. I will not attach any personal information to the
recordings. | will destroy the recordings as soon as the data are analyzed.

The study results can be published, and I would use some of your words in the paper; however,
there will not be your name or any other personal information that will help identify your
personality.

Before we start, 1 would like to make sure that | clearly explained all the points. Please let me
know if you have any questions. If you have any questions in the future, you can contact my
supervisor Tsovinar Harutyunyan at 374 60 612592.

If you think you have been hurt by joining the study or have not been treated fairly, you can
contact Varduhi Hayrumyan, the Human Protections Administrator of the American University
of Armenia at (060) 61 25 61.

Do you agree to participate?

Do you agree to audio or video record our discussion? If not, | will take notes during the

interview.
Thank you.

Can we start?
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Appendix 8

Zuwj wunwbh wdbkphl) wb huwd wy vwwpwb
Ppuyutudbwlt Zwbpuwy ht wnnn9 wyuhnt pj wh $wljni | mkwn

Ghunwhbtunwgnuujwt Ephjuw h phy lhwtdtuwdnnny
Ppugb hudwdwy tnt pj wht &b pdhoutph hwdwp
hunugnunt p; wb qEju]wp Ondhlbwp Zwpnt pj nt iy wh
Zhunugnuulwh phdph winud Tniuhtb Untobn) wh
NLuwinny Upukt Qphgnpj wh

Phdw Adhohubph L qughkbuwibph yqunkpwugnt dubkpp b

tnpduwnntp) nrlp pdp jujwt qupnbhph JEpwpbpg wy :
Npujwljwt hEwwgnunt pyjnt

Nnonij u,hd wintup Upukt Qphgnpj wbt £. bEu 2wy wuwnwub h
udbtphl) wht hudw)] vwpwih Pphwbt dEwlh Zwbpuwy h

wnnn9 wwyuwhnt p)] wh dwlint | mkwh dwg huwpnuwlwud
Spwgphtplypnpy Ynrpuh nrtuwbng Ed: Pd wd wp vl wbt pqh
opowbwubpnid hpd gkjwJuwputph htwmwdhwuht tu
hpwjubtwgunt d Ed pdo jujut qunubohph JEipwpbtpy uy
hEwwgnumipynitu: Uy u hbunwgnunt py wt o qunwl p

Zuj wunwbint U pdhoubph b wughtuwubph opowtnt d pdo julul
gunuihph Jipwptp) w wunjkpwgnt dutphntuntdbtwuhpnt dt
k:

Tnip htuwugnunt pj) wip duubwlglint hpuw hpJwd
duubwhhgubphg Ukt bp: : Qkq hpwhpnid &d

duubwlglinituw u hbwmwugnunt pj wup npwbu pdho2§,ny wp ppunn 1 U
E 2wy wunwint d hhJuwinwinguy ht onulh pdolwlyw

hwuwnuunt pj nt unt d: Rdopjwjub qunubthph JEpwptpn) uwy kp
Jupdhptt hdwbuw) nt hudwp bu jguwbjuwbiuwy h QEq hkwn
hwupgwqpnij g wiglwgubt) ,npp yubh 30-60pnwk: Uy p pupwugpnrd
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Juuwd hwpgbp pdo jujwt qunuuhph b wnnne wyuwh wl wh
huwdwluwpgnid npupbph,pdojujut mkntjuundnt pj w

wuwh yutt dwh,pdo jujwuwbt mbnEkjunynt pj wh b hhwtinwungh
Uhouwjuy ph vhol Juwh, bhqhfwlwt wbfunutignr py wl,hby whu
bwbh EpEyupntuwy ht huwdwjuwpgbpnt d wnnno wjwhk vy wy utph
wuwh yut dwh whJuutignt pj) wh Jhpwpbpy uy ¢ QkEp
duubwlgnipjnt il wy u hEwnwgnunt p) wap vwhJdwhwhwldne U k
wj u hwupgwqpnijgny: Uyuhbuwgnunt p) whp L
duutwlgnipjnrtup phondhtt judwdnp E: Fnip Jupnn Ep
punphuwunt] hwpguwqpnij gp gwbjwgws wuwhh: Lwlh wpnn bp

s wuwuwu bt k] wy @ hwpgbphu,npnug s ip gwijwunt d

wuiuu wpwt ] : Zwupgwqpni ) gh pughwmnit dp jud npbk hwpgh
wuunuwu fpwtt ] nt g hpwdwp bt pnpblk hEwbhwtp s hnrtuktwkq
h wd wp:

Uy u hbwnwgnunt pj wtip dwuttwljgl|iny dnip s bipnitubkuwnplk
wbdhowjwh ognt n,uwjuy @ wy & yuwpnn £ oguuwljwup | huky

Zuw wunwtnt d wbdbtwjwut ) wy biph wuy myutint pj wbp
Jipwpbtpnnopbhupubpp b jupquynpnirdubpp pupbdmnjpub|nt
h wd wp:

Qtppnijiuntp) udp, bu jgwbjuwbuy h duwy bwgpbh] Jud
mbkuwdwy twgpt] dipqpnijygp.npwkuqh Juwnwh | hubkd, npnplk
Jupbnp )] w) pwg s Ed ponnk]: Inip upnn tp Ukpdbkg
hwupgwgqpnijgh jud gpuguwijugws dwuh dwy twgpnt Up: Gu
Epup iy npni d Bd QEp mpudugpwd nbkpEjwndnt py wb
gunuihntp) ntup: Qquj bwgpnipjnrtbbubpp jywhdtu hd
wdbtwwt hwdwjwpgs nrd,npp wqup nytJws £ dwsjwgnpny: AkLp
wbdbwlwl ) wp bkpp Ygdws s Eu | puh wy u

dwy bwgpnipjnrbbubphtu: SY; w ukph Jtpy nitdénipynitthg hkwn
dwy twgpnipjnrububpp Yns s wmgykh:
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Zbwnwgnunt pj] wh wpn) ntupubpp Jupng Bt nmyugpyt] g hwnulwt
uduwgpbpnid oquugnpdh)ny dunbwijhgubkph pnupkphg
dbkoptpnidubtp: Uy tnnrtwdbtwy bhy npbk wint &t juwd wbhdp
unij) twjwbwgunng vy wy s hoquugnpséyh:

Uhts ufubypp,bu jguujwbwy h Juwnwh | huk] ,npiu pugunptgh
pnpnp Ykwkpp: Gphnplk hwpg ni tkp ungpkd: Bph

hEwnwguy nitd htwnwugnunt pj wt htwmjuyjws npbk hwupg ntaubbwp,
Jupnn tp juyhuwuwnwnt| hEwnwgnunt pj wt n B wjwp Ond hwp
Zupnip)nt by wih htw 37460612592 htknwhnuwhulwpn:

Cptk jupdénid tp,np wy u hEwnwgnunt pj wbp duutwljgl|nyd Qkq
htwdhowms tu Jupdt] ud Qtq Jhpwnpk] B, jupnn tp juy
hwuwmwnt] 2w wwunwbh wdbphl; wb hudw] vwpwb h g h nwl wh
Ephjuw h huwtdutwdnnynyh hudwjwpgnny dwpgnit hh 2wy pnr Udj wh
htwn 060612561htnwunuwhudwpny:

Zudwdw U kp duunbwygk] hhwnugnunt p) whp:

Zudwdw | kp,np hwupguqpni ) gp duwy twgpyh §ud
nmkuwdw twgpyh: Gptns ,Euqpnijghpupwgpnidnpny
bonitdubkp uwbbkd:

Yupn’ n kup uljuky :
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